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Cryptography:
Information confidentiality, integrity,
authenticity & person identification

Symmetric Cryptography Asymmetric Cryptography
Public Key Cryptography

Asymmetric encryption

Symmetric encryption
E-signature - Public Key Infrastructure - PKI

H-functions, Message digest

HMAC H-Message Authentication Code ~ E-money, Blockchain
E-voting

Digital Rights Management - DRM (Marlin)
Etc.

Symmetric - Secret Key Encryption - Decryption
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Same key is used to encrypt
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Shared Secret Key

Public Key Cryptography - PKC

Principles of Public Key Cryptography

Instead of using single symmetric key shared in advance by the parties for realization of symmetric
cryptography, asymmetric cryptography uses two mathematically related keys named as private key
and public key we denote by PrK and PuK respectively.

PrK is a secret key owned personally by every user of cryptosystem and must be kept secretly. Due
to the great importance of PrK secrecy for information security we labeled it in red color. PuK is a
non-secret personal key and it is known for every user of cryptosystem and therefore we labeled it by
green color. The loss of PrK causes a dramatic consequences comparable with those as losing
password or pin code. This means that cryptographic identity of the user is lost. Then, for example, if
user has no copy of PrK he get no access to his bank account. Moreover his cryptocurrencies are lost
forever. If PrK is got into the wrong hands, e.g. into adversary hands, then it reveals a way to
impersonate the user. Since user’s PUK is known for everybody then adversary knows his key pair
(PrK, Puk) and can forge his Digital Signature, decrypt messages, get access to the data available to
the user (bank account or cryptocurrency account) and etc.
Let function relating key pair (PrK, Puk) be F. Then in most cases of our study (if not declared
opposite) this relation is expressed in the following way:
PuK=F(PrK).
In open cryptography according to Kerchoff principle function F must be known to all users of
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cryptosystem while security is achieved by secrecy of cryptographic keys. To be more precise to
compute PuK using function F it must be defined using some parameters named as public parameters
we denote by PP and color in blue that should be defined at the first step of cryptosystem creation.
Since we will start from the cryptosystems based on discrete exponent function then these public
parameters are
PP =(p, 9).

Notice that relation represents very important cause and consequence relation we name as the direct
relation: when given PrK we compute Puk.
Let us imagine that for given F we can find the inverse relation to compute PrK when PuK is given.
Abstractly this relation can be represented by the inverse function F1. Then

PrK=F1(PuK).
In this case the secrecy of PrK is lost with all negative consequences above. To avoid these
undesirable consequences function F must be one-way function — OWF. In this case informally
OWEF is defined in the following way:
1. The computation of its direct value PuK when PrK and F in are given is effective.
2. The computation of its inverse value PrK when PuK and F are given is infeasible, meaning that to
find F is infeasible.
The one-wayness of F allow us to relate person with his/her PrK through the PuK. If F is 1-to-1,
then the pair (PrK, Puk) is unique. So PrK could be reckoned as a unique secret parameter
associated with certain person. This person can declare the possession or PrK by sharing his/her Puki
as his public parameter related with PrK and and at the same time not revealing PrK.
So, every user in asymmetric cryptography possesses key pair (PrK, PuK). Therefore, cryptosystems
based on asymmetric cryptography are named as Public Key CryptoSystems (PKCS).
We will consider the same two traditional (canonical) actors in our study, namely Alice and Bob.
Everybody is having the corresponding key pair (PrKa, PuKa) and (PrKg, PuKzg) and are
exchanging with their public keys using open communication channel as indicated in figure below.

Asymmetric - Public Key Cryptography

PrK and PuK are related

Alice PuK = F{PrK)

—Large F is one-way function
! Random Having PuK it is infeasible to find
DiNumbero PrK = F(Puk)
I(ty F(x)=a is OWF, if:
Generation 1.t easy to compute a, when F and x are
Program given.

(v 2.It is infeasible compute x when Fand a
are given.
PrK = x <--randi ==>PuK =0 =g"mod p
Public Parameters PP = (p, g)
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Message m < p Public Parameters PP = (p. g) PrK = x <--randi ==>PuK=0=g*"mod b
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Message m < p Public Parameters PP = (p, g) PrK = x <--randi ==>PuK =a=g*mod p

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, h) =6 =(r, s) c=Enc(Puk,, m)
V=Ver(Puks, h, 6), Ve{True, False} = {1,0}  M=Dec(PrKa, c)

Alice Bob
PrKa=x
Hello ) A/h Hello
Bob —>[ Sign ‘ e Alice! —» Encrypt .
Alice's Alice's
h private key m public key
h<p ) m<p |GEB6957 8}c E
. } G 08E03CE4 s D
Bob Alice
l ¢ PrKa = x
Hello | _ [ v Hello 4“/0_"
Verify Decrypt
Bob Alice's Alicet < <P Alice's
public key private key

ElGamal Cryptosystem

1.Public Parameters generation PP = (p, Q).

Generate strong prime number p: >> p=genstrongprime(28) % strong prime of 28 bit length

Find a generator gin Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* . 5> 2A28-1

g?+ 1 mod p and g2# 1 mod p. ans = 2.68446+08

Declare Public Parameters to the network PP = (p, g); P=268435019; 0=2; .. inte4a(2728-1)
2728-1= 268,435,455 ans = 268435455

PrK = x <--randi ==>PuK =a=g*mod p

Asymmetric Encryption-Decryption: El-Gamal Encryption-Decryption
p=268435019; 0=2;

Let message m~™ needs to be encrypted, then it must be encoded in decimal number m: 1< m < p.
E.g. m=111222. Then m mod p = m.

gpx =462z "*7?'1}} XWW’[O

A Py = a [ - is able 2o war%af
W 2o 17¢ m < [?

B (= erZ(Q‘F*)
_ ¢ :
E—m;él ,MOJPY(C:CE,D) ’ﬁ Ls%&’%va/‘a/y{di

-~ - = =\
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Q;_ L> wiod (p- i) (=Y _ %:{L L%’i ::Szp;ime(pp)
N >> mx=mod(-x,pp-1)

(- #) wod (p-1)= (p-1-5) ©) me3 )

- >> mod(x*mx,pp-
D‘j VV‘DOI LP- i) = DP’:I med C[O” i) i:sr:oldl(;mx pp-1)
>0 D wmyx = mﬁd/Z—X/?<D) Pﬂi—-)() p> ans=0

D™ mod p computation using Fermat theorem:
If p is prime, then for any integer @ in Z,* holds a*? = 1 mod p.

~4 —X " -1
D= wedp AT oA Vzi/p

@X:j.ﬁxmwﬁi = Dp‘ilx:: :]SX Ww&/p

D wodp = DT v p

@rl'é&fnm . '
fMC(PMKA:Q)[QM)'——.C:(EID):(E: maLMDdP)D:gLMMP)

?eé(PFKA: Ay C) =E - jxwﬁﬂp = y;/).al.(gf)’xmpdp =

B P c - "
= m(g;)i> ’Q«l _ m'QXL'gU—L mg:a médP:M'gMﬂdP:
a = m-4 leP: wi Mpdp:m = 111222

Swce W1 £ P

I m>p = W wodp £y 27 wiod 5 =2 + 27, ASCUL Bbits per dhar;
20Uz
I%{W)<p_ﬂ9 mem/p:m/' 45’%0@/;1:79, g = 25& ches.
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Necessity of probabilistic encryption.
Encrypting the same message with textbook RSA always yields the same ciphertext, and so we
actually obtain that any deterministic scheme must be insecure for multiple encryptions.

Tavern episode
Enigma

Authenticated Key Agreement Protocol using EIGamal Encryption and Signature.
Hybrid encryption for a large files combining asymmetric and symmetric encryption method.

Hybrid encryption. Let M be a large finite length file, e.g. of gigabytes length.

Then to encrypt this file using asymmetric encryption is extremely ineffective since we must split it into millions of
parts having 2048 bit length and encrypt every part separately.

The solution can be found by using asymmetric encryption together with symmetric encryption, say AES-128.

It is named as hybrid encryption method.

For this purpose the Key Agreement Protocol (KAP) using asymmetric encryption to exchange the same symmetric
secret key k agreement must be realized. 2-nd encryption of M realized by symmetric encryption method, say

AES-128.

fw k=randi(Z,*) = (E, D) a":“’ Ver(PuK,,0) = True
Ve, 7] ck=Enc(PuKs,i,k) = (E, D) o ' k=Dec(PrKg,ck)
Ck=0=(rs)
M-massage to be encrypted M=D(k,d,C)=AES128(k,d,C)
with symmetric encryption method
e.g. AES128

Ci=E(k,M)=AES128(k,e,M)

h=H(C)

Sign(PrKa,h) = @ = (r, s)
Tmﬂ/ﬁ[%z %Q% ?/V %@W)W‘Z/M P)M P}»K{W:Z My/ il e S
W sowd 7 mmottonge 2o T3 bvi¥ing e follo wiig viretsorge :
/(@M// (BZ awmw \)Q? andl I ans Woﬁf%f B{/ﬁh Wg Yulk = 2
Yor ot Q(MW LoV ca Tiou S, ng% Youts Q,,”

Till this place

AKAP: Asym.Enc & Digital Sign.
How 4o Wory/;/f /a/f?,g data %LZZ M///(/fb/ruﬂ’ ens — dey metheod,
4, Puoties st aftes  on coprnron %WWZZ/}Z cocrel key- k.
Jor M mmelive Qloc ke ciphet, ¢.4. AES— 725,172 256 675,
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R BKa=x; Pukp=ar, R Akg=Yy; Aukg= b.
Puka=Dh, Pulin = a.

Ve ~— pasadd (2728
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22> Sun(Fl=x, h) = 6=(r, s)
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